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INTRODUCTION

Louisiana declared a state of emergency in July 2020 when 
“a ransomware attack took Louisiana school district computers 
offline.”1  Shortly after, “[o]n October 2, 2020, the FBI issued a 
�
 1.  Kartikay Mehrotra, Louisiana Target of Attempted Ransomware Hack, 
Governor Says, BLOOMBERG NEWS (Nov. 18, 2019), https://www.bloomberg.com/news/ 
articles/2019-11-18/louisiana-targeted-by-attempted-ransomware-attack-governor-
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high-impact cyber-attack warning in response to attacks” on 
Louisiana government targets.2  In line with the FBI’s 
predictions, on December 13, 2020, the City of New Orleans was 
attacked by ransomware that caused nearly $10 million in 
damages to key database structures and effectively halted all city 
activity.3  Unfortunately, more attacks like this are likely in the 
future: the threat of cyberattacks against the state of Louisiana 
increases as public and private life becomes more dependent on 
technology.  However, a consistent approach to addressing 
cybersecurity damages has yet to fully evolve, despite the 
frequency and severity of government-targeted hacking. 

Indeed, as cyberattacks against municipalities become 
increasingly common,4 states must determine how to protect their 
citizens from identity theft and other personal damages caused by 
the government’s failure to safeguard its networks.  Legislators 
have created statutory requirements to protect personally 
identifiable information (“personal information”) that grant 
affected individuals a cause of action against an agency that has 
failed to adequately protect personal information5 or provide 
notification to affected individuals following a breach.6

However, plaintiffs often face multiple barriers to litigation, 
undermining the ability for plaintiffs to obtain redress for these 
unique damages.  First, plaintiffs must establish standing under 
Article III of the Constitution or the state equivalent by showing 
that they have suffered an actual injury7—a requirement that has 
�
says.
 2.  Davey Winder, New Orleans Declares State of Emergency Following Cyber 
Attack, FORBES (Dec. 14, 2019, 6:51 AM), https://www.forbes.com/sites/daveywinder/ 
2019/12/14/new-orleans-declares-state-of-emergency-following-cyber-attack/?sh= 
a3abb366a055.   
 3.  Id.; The City of New Orleans (@CityofNOLA), TWITTER (Dec. 13, 2019, 5:59 
PM), https://twitter.com/CityOfNOLA/status/1205623401706115072; Sarah Coble, 
Bill for New Orleans Cyber-Attack $7m and Rising, INFOSECURITY MAG.
(Jan. 16, 2020), https://www.infosecurity-magazine.com/news/bill-for-new-orleans-
cyberattack/.
 4.  Donald F. Norris, A Look at Local Government Cybersecurity in 2020,
ICMA (Jul. 14, 2021), https://icma.org/articles/pm-magazine/look-local-government-
cybersecurity-2020.  
 5.  Privacy Act of 1974, 5 U.S.C. § 552a; LA. STAT. ANN. § 51:3072. 
 6.  See Mintz, Levin, Cohn, Ferris, Glovsky & Popeo, P.C, State Data Security 
Breach Notification Laws, MINTZ, https://www.mintz.com/sites/default/files/media/ 
documents/2022-04-11/OCT%202021_State%20Data%20Breach%20Matrix.pdf.
 7.  U.S. CONST. art. III, § 2, cl. 1; Lujan v. Defs. of Wildlife, 504 U.S. 555, 560 
(1992).
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proven challenging, given that the exposure of personal 
information renders those affected vulnerable to potential future 
harm but typically does not result in immediate harm.  Thus, the 
injury-in-fact requirement related to cybersecurity claims has 
been controversial among the federal circuit courts of appeal,8
and remains undefined under Louisiana law.  Second, potential 
plaintiffs must demonstrate that the government entity is not 
protected by sovereign immunity.9  After surviving these 
preliminary obstacles, plaintiffs must then satisfy any statutory 
requirements that create their cause of action. 

This Comment will describe how the U.S. Supreme Court’s 
interpretation of the “injury-in-fact” prong of Article III’s “actual 
case and controversy” requirement for granting an individual 
standing has not been sufficiently defined to guide the lower 
courts when faced with the unique challenges of cybersecurity 
attacks.  Next, this Comment will explore Louisiana’s present 
approach to cybersecurity litigation and the relationship between 
federal and state opinions.  Finally, considering the increases in 
the frequency and severity of cyberattacks against government 
agencies, this Comment will propose (1) that Louisiana courts 
adopt a hybrid standing analysis tailored to address cybersecurity 
litigation, (2) that the Louisiana legislature expand the ability of 
data breach victims to bring suit under the Louisiana Database 
Security Breach Notification Law (“LDSBNL”), and (3) that the 
Louisiana legislature close certain loopholes in the LDSBNL that 
could be interpreted to allow government agencies and other 
entities to escape liability. 

I. BACKGROUND 

A. CYBERATTACKS IN GENERAL 

To understand the need for the proposed changes in this 
Comment, it is helpful to understand what cyberattacks are, why 
they happen, and their effects.  Cyberattacks attempt to access, 
freeze, or damage individual computers or large networks of 
computers to serve the hacker’s interest.10  These attacks are 
defined as “targeted instances of intrusion, fraud or damage by 
malicious cyber actors,” rather than “discovery of insecure 
�
 8.  See infra Part I.C. 
 9.  See U.S. CONST. amend. XI, § 1.3.1. 
 10.  How Cyberattacks Work, NAT’L CYBER SEC. CTR. (Oct. 14, 2015), 
https://www.ncsc.gov.uk/information/how-cyber-attacks-work.  
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databases or accidental online leaks.”11  Depending on the 
hacker’s motive, cyberattacks can expose their targets to fraud or 
identity theft, block access to or delete documents and pictures, 
interrupt key municipal functions (telecommunications, medical 
and criminal systems, emergency services, and power grids), and 
effectively halt daily life.12  As the world increasingly relies upon 
technology to conduct daily business, “[c]ybercrime has increased 
every year as people try to benefit from vulnerable business 
systems.”13

Hackers can carry out cyberattacks in a variety of ways.  The 
most prevalent means of cyberattack, known as ransomware, 
transmits a digital “virus” that tries to lock or deny access to key 
files until a user pays a ransom to get those files back.14  In order 
to gain access to secured systems, hackers can send “a malicious 
email intended to trick a user into sharing computer 
credentials.”15  Once the individual shares his or her login 
information, the hackers then infiltrate the system network and 
can freeze all network functions, export sensitive personal 
information, and demand a ransom payment to release the 
valuable information they have frozen or exported.16  In the first 
fiscal quarter of 2020, the average ransom payment was 
approximately $111,605, and this amount increased 60% during 
the second quarter.17  Understanding how cyberattacks are 
perpetrated and the type of information compromised provides 
context for potential legal implications an organization may face 
when it fails to protect sensitive information. 
�
 11.  BLUEVOYANT, STATE AND LOCAL GOVERNMENT SECURITY REPORT 4, 6 (2020), 
https://www.bluevoyant.com/wp-content/uploads/2020/11/BlueVoyant-State-and-
Local-Government-Report-26th-August-2020-FINAL.pdf. That amount that is likely 
only a fraction of the true number, the report adds. Id. at 4. 
 12.  NAT’L INFRASTRUCTURE ADVISORY COUNCIL (NIAC), ADDRESSING URGENT 
CYBER THREATS TO CRITICAL INFRASTRUCTURE (2017), https://www.cisa.gov/sites/ 
default/files/publications/niac-securing-cyber-assets-final-report-508.pdf.  
 13.  What is a Cyberattack?, CISCO, https://www.cisco.com/c/en/us/products/ 
security/common-cyberattacks.html#~how-cyber-attacks-work (last visited Mar. 2, 
2022).
 14.  See Ransomware 101, CYBERSECURITY & INFRASTRUCTURE SEC. AGENCY
https://www.cisa.gov/stopransomware/ransomware-101 (last visited Mar. 2, 2022).  
 15.  Jessica Williams, New Orleans IT Leader Details Cyberattack Recovery, GOV’T
TECH. (Jun. 17, 2020), https://www.govtech.com/security/New-Orleans-IT-Leader-
Details-Cyberattack-Recovery.html.  
 16.  Id.
 17.  Ransomware: To Pay or Not to Pay?, KING & SPALDING (Oct. 12, 2020), 
https://www.kslaw.com/news-and-insights/ransomware-to-pay-or-not-to-pay#_edn4.  
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B. GOVERNMENT ENTITIES AS TARGETS 

Cyberattacks against government entities can have much 
larger impacts on individuals than attacks against private 
companies due to the type of information contained in 
government networks.  For example, a study conducted by the 
National White Collar Crime Center indicated that the “majority 
of governmental IT systems typically provide services to local law 
enforcement and other emergency service organizations,” which 
have access to extremely sensitive information about individuals 
in the community.18  As government entities frequently have 
access to sensitive information about individuals beyond the 
scope of the information possessed by the private sector, these 
entities should be held accountable to the individuals exposed in 
cyberattacks.  The potential harm when government systems are 
infiltrated is not limited to identity theft and can include much 
more severe harms as well.  For example, if a government 
database is attacked and the information of an individual 
working as an undercover agent or government informant is 
made public, that individual is not only subject to identity theft, 
but also at risk of physical harm.19

C. ARTICLE III STANDING

In order to bring a cause of action against another, a 
potential plaintiff must establish standing under Article III of the 
U.S. Constitution’s “case or controversy” requirement, or the state 
equivalent.20  However, data breach victims face difficulties 
meeting this requirement due to the unique type of harm an 
individual faces when sensitive information has been 
compromised.  Article III  standing requires the potential plaintiff 
to have a “personal stake in the outcome of the controversy” and 
�
 18.  Christian Desilets, Cyber Intrusion and Data Breaches 7, NAT’L WHITE 
COLLAR CRIME CTR. (2017), https://www.marc.org/Government/Cybersecurity/ 
assets/cyber-intrusion-and-data-breaches.aspx. 
 19.  Id. (“A breach of information on a law enforcement agency’s computer system 
that results in the compromise of information related to confidential informants, 
witnesses in criminal prosecutions, victims of sex crimes, child abuse or domestic 
violence cases, legally protected information related to juvenile offenders, are all very 
serious issues, many of which can actually compromise the administration of justice 
and potentially re-victimize victims of crime and negatively impact the outcome of 
criminal trials. A compromise of confidential information at this level could even pose 
a threat to the safety of complaining victims, witnesses, informants or undercover 
officers.”).
 20.  Spokeo, Inc. v. Robins, 578 U.S. 330, 338 (2016).  
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to show that they have suffered an “injury in fact” that is both 
“concrete and particularized” and “actual or imminent, not 
conjectural or hypothetical.”21  Next, the plaintiff must show that 
the claimed injury is “fairly . . . trace[able] to the challenged 
action of the defendant,” in that it can be attributed to the 
defendant’s behavior, or lack thereof.22  Finally, the injury must 
be redressable by judicial determination.23

The first prong of the “case or controversy” requirement, 
“injury in fact,” has frequently been a barrier to data breach 
victims bringing actions against the entities that failed to 
adequately protect their data.24  For example, the Eighth Circuit 
has declined to grant standing for data breach victims when only 
the individual’s credit card number or bank account information 
was compromised.25  This court  reasoned that this information, 
while sensitive, can be changed with relative ease, and so its 
disclosure does not cause permanent harm to the affected 
individual.26  Correspondingly, the D.C. Circuit granted standing 
in a case involving disclosure of an individual’s Social Security 
number, date of birth, and other personal, permanent 
information, noting that such information cannot be changed and 
is so unique to the individual that the potential for harm persists 
long after the initial breach.27  For purposes of an Article III 
analysis regarding data breach victims, it is vital to identify 
which pieces of an individual’s identity have been compromised to 
properly determine the likelihood of later harm and the unique 
damage that identity theft can potentially cause in the future. 

As the Supreme Court has not directly addressed the unique 
impact of data breaches, circuits have applied two Supreme Court 
decisions, Clapper v. Amnesty International USA and Spokeo, Inc. 
v. Robins,28 to determine whether the possibility of future harm 

�
 21.  Id. at 339, 353 (quoting Lujan, 504 U.S. at 560).  
 22.  Lujan, 504 U.S. at 560-561 (quoting Simon v. E. Ky. Welfare Rts. Org., 426 
U.S. 26, 41-42 (1976)).
 23.  Friends of the Earth, Inc. v. Laidlaw Env’t Servs. (TOC), Inc., 528 U.S. 167, 
181 (2000). 
 24.  See, e.g., Frank v. Gaos, 139 S. Ct. 1041, 1046 (2019). 
 25.  See In re SuperValu, Inc., 870 F.3d 763, 766, 771-72 (8th Cir. 2017). 
 26.  See id.
 27.  See In re U.S. Off. of Pers. Mgmt. Data Sec. Breach Litig., 928 F.3d 42, 55-56 
(D.C. Cir. 2019) (hereinafter In re OPM).
 28.  Clapper v. Amnesty Int’l USA, 568 U.S. 398 (2013); Spokeo, Inc., 578 U.S. 
330.
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meets the “injury-in-fact” requirement for granting Article III 
standing.29  It is important to note that neither of these opinions 
factually mirror the unique circumstances that arise when an 
individual’s personal information is compromised, nor do they 
consider the various harms that can occur when a government 
entity fails to properly secure their networks.  However, they do 
provide insight into the Supreme Court’s approach to future harm 
as an injury in fact sufficient to grant Article III standing. 

In Clapper, the plaintiffs sought to challenge the 
constitutionality of a portion of the Foreign Intelligence 
Surveillance Act (FISA) that permitted the U.S. government to 
conduct surveillance on individuals who were not “United States 
persons.”30  The plaintiffs—attorneys, journalists, and other 
professionals—were U.S. citizens who worked with individuals 
abroad, many of whom were involved in illicit activities.31  The 
plaintiffs argued that there was an “objectively reasonable 
likelihood” that their correspondence would be subject to 
surveillance under this portion of the FISA, and that such 
surveillance could potentially violate their Fourth Amendment 
rights against unreasonable searches.32  In a footnote, the Court 
noted that “substantial risk” faced by a plaintiff can confer 
standing in the absence of certainty that harm will occur.33

However, the facts of this case did not satisfy this requirement, 
and the Court held that the “respondents’ speculative chain of 
possibilities does not establish that injury based on potential 
future surveillance is certainly impending.”34  The Court reasoned 
that granting standing would allow the plaintiffs to “manufacture 
standing . . . based on their fears of . . . future harm.”35

While the Clapper Court was hesitant to recognize the threat 
�
 29.  See Lee J. Plave & John W. Edson, First Steps in Data Privacy Cases: Article 
III Standing, 37 FRAN. L.J., 485, 493-95 (2018).  
 30.  50 U.S.C. § 1881a (Section 702 of the Foreign Intelligence Surveillance Act of 
1978 allows the government to collect foreign intelligence by authorizing the 
surveillance of individuals who are not “United States persons.”). 
 31.  Clapper, 568 U.S. at 401, 407. 
 32.  Id.
 33.  Id. at 414, n.5 (“Our cases do not uniformly require plaintiffs to demonstrate 
that it is literally certain that the harms they identify will come about. In some 
instances, we have found standing based on a ‘substantial risk’ that the harm will 
occur, which may prompt plaintiffs to reasonably incur costs to mitigate or avoid that 
harm.”).
 34.  Id. at 414. 
 35.  Id. at 414, 416. 
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of future harm as a sufficient injury in fact, three years later in 
Spokeo, the Court emphasized that such a possibility was not 
entirely foreclosed.36  However, the case also illustrates why a 
legislature cannot simply create a cause of action for victims of a 
cyberattack without the jurisdiction’s courts’ adoption of a hybrid 
standing analysis. 

In Spokeo, the plaintiffs alleged that the defendant company, 
which ran a search engine that aggregated personal information 
into a public profile, violated the Fair Credit Reporting Act, which 
was meant to ensure that consumer reports were as accurate as 
possible.37  The plaintiffs alleged that their publicly available 
profiles containing incorrect information could potentially impair 
any future employment prospects if employers searched their 
names and found incorrect information.38  Although the plaintiffs 
alleged a statutory violation, the Court held that “evidence of a 
statutory violation alone will not automatically satisfy Article 
III’s injury requirement.”39  Faulting the lower court for failing to 
analyze the “distinction between concreteness and 
particularization,” the Court emphasized that “Article III 
standing requires a concrete injury even in the context of a 
statutory violation.”40  Importantly for the cybersecurity 
landscape, the Court noted that its jurisprudence on concreteness 
“does not mean, however, that the risk of real harm cannot satisfy 
the requirement of concreteness.”41  Furthermore, the Court 
confirmed that “[c]oncrete is not . . . necessarily synonymous with 
‘tangible’” and that the Court “ha[s] confirmed in many of [its] 
previous cases that intangible injuries can nevertheless be 
concrete.”42

Spokeo illustrates an opportunity for victims of a cyberattack 
to establish a concrete yet intangible injury in fact for Article III 
�
 36.  Spokeo, Inc., 578 U.S. at 341. 
 37.  Id. at 333-34. 
 38.  See id. at 336. 
 39.  Megan Dowty, Life is Short. Go to Court: Establishing Article III Standing in 
Data Breach Cases, 90 S. CAL. L. REV. 683, 695-96 (2017) (citing Spokeo, Inc., 578 
U.S. at 341). 
 40.  Spokeo, Inc., 578 U.S. at 341-42; see Summers v. Earth Island Inst., 555 U.S. 
488, 496 (2009) (“[D]eprivation of a procedural right without some concrete interest 
that is affected by the deprivation . . . is insufficient to create Article III standing”). 
 41.  Spokeo, Inc., 578 U.S. at 341 (citing Clapper, 568 U.S. 398). 
 42.  Id. at 340 (citing Pleasant Grove City v. Summum, 555 U.S. 460 (2009) (free 
speech); Church of Lukumi Babalu Aye, Inc. v. Hialeah, 508 U.S. 520 (1993) (free 
exercise)). 
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standing based on a real risk of harm.  However, it also cautions 
that potential plaintiffs do not meet the standing requirements by 
merely alleging that the entity that failed to protect their 
personal information has violated a statute.  Complicating 
matters somewhat, as discussed below, some circuits have held 
that a statutory violation is sufficient to confer standing.43  The 
splintered approach to granting standing based on a statutory 
violation can be addressed by the dual approach proposed in this 
Comment, integrating legislative and judicial action. 

The facts and circumstances of a cybersecurity breach 
implicate a unique type of damages, and the nature of the 
damages should play a critical role in shaping the injury-in-fact 
requirement, which will not provide sufficient redress if based on 
a general application of Supreme Court precedent.  It is 
important to determine whether the injury-in-fact prong requires 
that the harm has actually occurred, or whether simply allowing 
a malicious third party to access personal information is an injury 
in itself.  Therefore, a brief overview of the positions of the eight 
federal circuit courts that have considered this issue informs this 
Comment’s proposed hybrid Article III analysis. 

1.� THE CIRCUIT COURTS: STANDING GRANTED

Four of the twelve federal circuit courts have granted 
standing to data breach plaintiffs, finding that the injury-in-fact 
requirement was satisfied by the unique threat of harm that an 
individual faces when certain types of personal information is 
compromised.44  Additionally, three circuits have generally 
assumed that “statutory violations . . . constitute a cognizable 
injury in data breach cases post-Spokeo.”45

Recognizing future harm as an injury in fact, the Sixth 
Circuit found in Galaria v. Nationwide Mutual Insurance Co. that 
when the victims “already know that they have lost control of 
their data, it would be unreasonable to expect [p]laintiffs to wait 
for actual misuse . . . before taking steps to ensure their own 
�
 43.  Dowty, supra note 39, at 696. 
 44.  See In re OPM, 928 F.3d at 61; Attias v. CareFirst, Inc., 865 F.3d 620, 630 
(D.C. Cir. 2017); Galaria v. Nationwide Mut. Ins. Co., 663 Fed. App’x. 384, 391 (6th 
Cir. 2016); Remijas v. Neiman Marcus Grp., LLC, 794 F.3d 688, 697 (7th Cir. 2015); 
Krottner v. Starbucks Corp., 628 F.3d 1139, 1143 (9th Cir. 2010). 
 45.  Dowty, supra note 39, at 696 (“. . . the Third, Sixth, and Eleventh Circuits 
have found statutory violations to constitute a cognizable injury in data breach cases 
post-Spokeo.”).
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personal and financial security.”46  This statement acknowledges 
that damage has already been done when personal information is 
compromised, even before identity theft has actually occurred. 

Acknowledging the unique nature of cybersecurity breaches, 
In re U.S. Office of Personnel Management Data Security Breach 
Litigation (“In re OPM”) is a prime example of a tailored Article 
III injury-in-fact analysis that granted data breach victims 
standing to sue a government entity based on the breach itself 
rather than requiring subsequent harm stemming from the 
breach.47  Three concepts emerge from this D.C. Circuit opinion: 
(1) the nature of the personal information obtained can determine 
whether there is a “substantial risk” of future harm,48 (2) when 
an attack against a government entity occurs, potential political 
motivations are not the only “obvious explanation” such that 
potential harm to the affected individuals is precluded,49 and (3) 
the actual threat of future injury when a malicious party 
possesses personal information exists beyond “the passage of a 
year or two without any clearly identifiable pattern of identity 
theft or financial fraud” because of the “sophisticated and patient” 
nature of the attack.50  The court here noted that some instances 
of fraud had already occurred, but emphasized that the nature of 
the information compromised was an injury in and of itself.51

First, citing their decision in Attias v. Carefirst,52 the D.C. 
Circuit in In re OPM emphasized that the nature of the 
information compromised in the attack was such that it was 
reasonable to infer that the cyberattackers had “both the intent 
and the ability to use that data for ill.”53  The court outlined the 
various types of personal information that were compromised, 
observing that Social Security numbers, fingerprints, dates of 
birth, etc., “cannot be so readily swapped out for new ones” like 
credit card numbers.54  The nature of the compromised 
information created a substantial risk sufficient to constitute an 

�
 46.  Galaria, 663 Fed. App’x at 388. 
 47.  In re OPM, 928 F.3d 42.
 48.  See id. at 56.
 49.  See id. at 57.
 50.  Id. at 59. 
 51.  See id. at 56. 
 52.  Attias, 865 F.3d at 629. 
 53.  In re OPM, 928 F.3d at 56 (quoting Attias, 865 F.3d at 628).
 54.  Id. at 56. 
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injury in fact.55

Due to the governmental target of the attack, OPM argued 
that “scattered instances of widely varying fraud” were 
insufficient to constitute a substantial, ongoing threat,56 and that 
the true motivation of the cyberattacks was government 
espionage, not identity theft.57  This argument was based on the 
suggestion that the Chinese government was behind the attacks 
and attempting to obtain state information, not steal individual 
identities.58  However, the D.C. Circuit rejected this claim and 
noted that it was improper for the district court to have relied on 
external information, such as the identity of the hackers, to 
determine whether there was an injury in fact.59

Nonetheless, the dissent found the district court’s rejected 
argument persuasive, expressing skepticism that sophisticated 
hackers would spend such substantial time stealing the 
background information of federal employees for purposes other 
than espionage and finding identity theft to be an implausible 
claim “in light of the obvious alternative explanation.”60  Future 
plaintiffs should consider these competing interpretations of 
hackers’ motivations when bringing claims against government 
agencies.  Regardless of the hackers’ true intentions, the D.C. 
Circuit found that the plaintiffs were at a substantial risk of 
harm “simply by virtue of the hack and the nature of the data 
that the plaintiffs allege was taken.”61

2. THE CIRCUIT COURTS: STANDING DENIED 

The four federal circuits that have denied standing to data 
breach plaintiffs have held that the injury-in-fact requirement 
cannot be satisfied by the mere threat of harm, even when 
sensitive and unalterable information is implicated, because an 
injury in fact is defined as harm that has already occurred.62  The 
�
 55.  See id.
 56.  Id. (citation omitted).  
 57.  Id. at 57 (quoting In re U.S. Off. of Pers. Mgmt. Data Sec. Breach Litig., 266 
F. Supp. 3d 1, 33 (D.D.C. 2017)). 
 58.  Id.
 59.  Id. at 57.  
 60.  Id. at 76 (Williams, J., concurring in part and dissenting in part).  
 61.  Id. at 56. 
 62.  See Beck v. McDonald, 848 F.3d 262, 266-67 (4th Cir. 2017) (“Indeed, for the 
Plaintiffs to suffer the harm of identity theft that they fear, we must engage with the 
same ‘attenuated chain of possibilities’ rejected by the Court in Clapper . . . [t]his 
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courts in these cases typically found that the plaintiff could not 
satisfy the requirement because there was no evidence that the 
exposed information had been exploited.63  The Fourth and 
Eighth Circuits have denied standing when the breadth of the 
intrusion was small and isolated, or when limited, easily 
mitigated information was stolen (such as credit card numbers, 
pin numbers, expiration dates, and customer names).64  However, 
some have also denied standing when specific and unchangeable 
information was compromised.65

For example, in Beck v. McDonald, the plaintiffs were 
patients at the Veterans Affairs Medical Center in South 
Carolina.66  After their personal information was compromised 
when a laptop connected to a pulmonary function testing device 
was stolen, the plaintiffs brought suit under the Privacy Act and 
the Administrative Procedure Act against the Secretary of 
Veterans Affairs and the hospital administrators.67  The laptop 
contained patients’ “names, birth dates, the last four digits of 
social security numbers, and physical descriptors (age, race, 
gender, height, and weight).”68  The plaintiffs argued that they 
were entitled to standing based on the increased risk of future 
identity theft and the costs to prevent potential identity theft.69

Rejecting the plaintiffs’ arguments, the Fourth Circuit relied 
on the Supreme Court’s analysis in Clapper, holding that it is a 
“well-established tenet that a threatened injury must be 
‘certainly impending’ to constitute an injury-in-fact.”70  Despite 
acknowledging that threatened injuries can justify Article III 

�
‘attenuated chain’ cannot confer standing.”); In re SuperValu, Inc., 870 F.3d at 771-
72; Katz v. Pershing, LLC, 672 F.3d 64, 77 (1st Cir. 2012) (the defendant failed to 
properly maintain an electronic platform containing her account information, 
because plaintiff failed to “identify any incident in which her data has ever been 
accessed by an unauthorized person” the court found it did not constitute an “actual 
and impending injury”); Reilly v. Ceridian Corp., 664 F.3d 38, 43 (3d Cir. 2011) 
(plaintiff could not establish “actual and impending injury” when a hacker infiltrated 
a payroll system because there was no evidence the hacker read or copied the 
system’s information.) 
 63.  See Beck, 848 F.3d at 274. 
 64.  See In re SuperValu, Inc., 870 F.3d at 766, 771. 
 65.  See, e.g., Beck, 848 F.3d at 272. 
 66.  Id. at 266. 
 67.  Id.   
 68.  Id. at 267. 
 69.  Id. at 273.  
 70.  Id. at 272. 
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standing, the court cited a Supreme Court opinion that held that 
an injury-in-fact “must be concrete in both a qualitative and 
temporal sense.”71  To support the “certainly impending” nature 
of their harm, the plaintiffs anchored their argument for standing 
in two sections of the Privacy Act72 that, respectively, require the 
entity maintaining sensitive information to “protect against any 
anticipated threats or hazards to their security or integrity which 
could result in substantial harm” and establish a cause of action 
when an agency “fails to comply with any other provision of this 
section . . . in such a way as to have an adverse effect on an 
individual.”73  The court, however, rejected the plaintiffs’ claim 
that “‘emotional upset’ and ‘fear [of] identity theft and financial 
fraud’ resulting from the data breaches [were] ‘adverse effects’ 
sufficient to confer Article III standing.”74

Addressing the “substantial risk” analysis discussed in 
Clapper, the Fourth Circuit held that “the plaintiffs’ calculations 
that 33% of those affected by the [breach] would have their 
identities stolen and that all affected would be 9.5 times more 
likely to experience identity theft ‘d[id] not suffice to show a 
substantial risk of identity theft.’”75  This case illustrates the 
difficult barrier that plaintiffs face when bringing a cause of 
action against those who have failed to protect their sensitive 
personal information. 

The splintered approach to the injury-in-fact analysis has 
stripped individuals of potentially legitimate causes of action 
simply due to their geographic location.  Although state 
legislatures have taken some steps to protect individual citizens 
from the harm caused by cyberattacks against government 
entities,76 the existing framework is inadequate.  Indeed, the 
splintered approach to the standing analysis has rendered many 
of these legislative avenues ineffective or wholly useless.77

Similarly, statutes often fail to functionally provide the intended 

�
 71.  Id. at 271 (citing Whitmore v. Arkansas, 495 U.S. 149, 155 (1990)). 
 72.  Beck, 848 F.3d at 272. 
 73.  5 U.S.C.A. § 552(e)(10); id. § 552(g)(1)(d).  
 74.  Beck, 848 F.3d at 272.   
 75.  Id. at 268 (internal citations omitted).  
 76.  See Mintz, supra note 6. 
 77.  Thorin Klosowski, The State of Consumer Data Privacy Laws in the US (And 
Why it Matters), N.Y. TIMES (Sept. 6, 2021), https://www.nytimes.com/wirecutter/ 
blog/state-of-privacy-laws-in-us/.  
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redress.78

II. APPLICATION: THE LOUISIANA CYBERSECURITY 
LANDSCAPE 

Integrating the federal courts’ complex and sometimes 
conflicting approaches to cybersecurity litigation, this Part 
outlines how the state of Louisiana can adopt a consistent, 
thorough approach to cybersecurity cases by implementing 
legislative reform and providing the judicial branch with an 
analysis unique to cybersecurity breaches that the federal circuit 
courts continue to hone.  Indeed, Louisiana must be prepared to 
address the claims that victims of data breaches will bring with 
an analysis that fully recognizes the unique nature of 
cyberattacks.  By parsing out the nuances of the conflicting 
approaches to cyberattacks on a national scale, this Part aims to 
(1) provide a tailored injury-in-fact analysis that Louisiana courts 
can apply and that reflects federal judicial reasoning, (2) motivate 
legislators to expand existing cybersecurity legislation to provide 
a right of action for victims of data breaches, and (3) propose 
modifications that would close certain loopholes in Louisiana’s 
Database Security Breach Notification Law (“LDSBNL”).  The 
following proposed solutions attempt to honor Louisiana’s 
legislative intention to protect individuals affected by data 
breaches.

A. LOUISIANA’S “STANDING” REQUIREMENT: IT’S ALL
SEMANTICS

In order to obtain a declaratory judgment in Louisiana, the 
courts evaluate whether the potential plaintiff has standing to 
bring the action and whether the case presents a justiciable 
controversy as “separate and distinct issues.”79  This distinction 
between Louisiana’s standing analysis and whether there is a 
justiciable controversy that merits adjudication does not preclude 
the application of a federal analysis of a cybersecurity breach 
claim in a manner consistent with state law and practice.  For 
example, the Louisiana standing requirement directly mirrors the 
portion of Article III that requires a plaintiff have a “personal 
stake in the outcome of the controversy”80 and the justiciable 
�
 78.  Id.
 79.  In re Melancon, 2005-1702 (La. 7/10/06), 935 So. 2d 661, 667–68 (internal 
citations omitted). 
 80.  Spokeo, Inc., 578 U.S. at 339, 353 (quoting Lujan, 504 U.S. at 560). 
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controversy requirement reflects the injury-in-fact portion of 
Article III standing.  Louisiana courts can permit victims to bring 
suit for cyberattacks by evaluating the Louisiana standing and 
justiciable controversy requirements with the guidance of federal 
Article III standing analyses. 

Standing under Louisiana Code of Civil Procedure Article 
681 (“Louisiana standing”) requires a suit to be brought “by a 
person having a real and actual interest in what he asserts”81 and 
is evaluated by the “exception of no right of action.”82  The focus 
in an exception of no right of action is on whether the “particular
plaintiff has a right to bring the suit.”83  However, “it assumes 
that the petition states a valid cause of action for some person 
and questions whether the plaintiff in the particular case is a 
member of the class that has a legal interest in the subject matter 
of the litigation.”84

This is not a precise state equivalent of the federal Article III 
standing requirement.  More similar is the “justiciable 
controversy” requirement, which prevents Louisiana courts from 
“deciding abstract, hypothetical or moot” questions.85  For 
example:

A “justiciable controversy” connotes, in the present sense, an 
existing actual and substantial dispute, as distinguished 
from one that is merely hypothetical or abstract, and a 
dispute which involves the legal relations of the parties who 
have real adverse interests, and upon which the judgment of 
the court may effectively operate through a decree of a 
conclusive character.  Further, the party seeking the 
declaratory judgment should have a legally protectable and 
tangible interest at stake, and the dispute presented should 
be of sufficient immediacy and reality to warrant the 

�
 81.  Bradix v. Advance Stores Co., Inc., 2017-0166 (La. App. 4 Cir. 8/16/17); 226 
So. 3d 523, 528 (quoting Hershberger v. LKM Chinese, LLC, 14-1079 (La. App. 4 Cir. 
5/20/15); 172 So. 3d 140, 143). 
 82.  Id.
 83.  Jones v. Americas Ins. Co., 2016-0904 (La. App. 1 Cir. 8/16/17); 226 So. 3d 
537, 540 (emphasis added). 
 84.  Bradix, 226 So. 3d at 528 (quoting Hood v. Cotter, 08-0215 (La. 12/2/08); 5 So. 
3d 819, 829).
 85.  Id. at 528 (quoting Cat’s Meow, Inc. v. City of New Orleans Through Dep’t of 
Fin., 98-0601 (La. 10/20/98); 720 So. 2d 1186, 1193) (“Louisiana courts do not ‘decide 
abstract, hypothetical or moot controversies, or render advisory opinions with respect 
to such controversies’”).  
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issuance of the declaratory judgment.86

Thus, whereas federal courts have analyzed data breach 
plaintiffs’ right to sue under the doctrine of standing, Louisiana 
courts would be likely to do so under the justiciable controversy 
requirement.  Indeed, the concepts of “standing” and “justiciable 
controversy” are clear reflections of one long-established legal 
doctrine.  The mismatch between federal and state definitions of 
“standing” should not preclude the state courts from 
incorporating the lessons learned through federal litigation.  As 
noted previously, the federal courts have had more opportunities 
to address the novel issues presented in cybersecurity litigation, 
and Louisiana courts would benefit from adapting federal 
approaches to this complex, yet increasingly common issue.  At 
present, there is a meager body of case law that addresses the 
complaints of data breach victims at all, much less that considers 
the government’s role as a defendant. 

Louisiana’s current approach to victims of data breaches 
attempting to bring causes of action is exemplified by Bradix v. 
Advance Stores Co., in which the Louisiana Fourth Circuit Court 
of Appeal declined to extend standing to a plaintiff alleging 
damages from a data breach to his employer’s network.87  The 
plaintiff’s pleading “based his recovery on the theories of 
negligence, gross negligence, a breach of a fiduciary duty, and 
invasion of privacy.”88  The procedural history is of particular 
interest in Bradix, as it reflects the state court’s unacknowledged 
influence by the federal district court’s reasoning on the state 
claims.  Initially, Bradix was removed to the District Court for 
the Eastern District of Louisiana, and the defendant filed a 
motion to dismiss for “lack of standing and failure to state a claim 
pursuant to F.R.C.P. 12(b)(1) and 12(b)(6).”89  The federal court 
found that the plaintiff lacked Article III standing because he 
failed to allege a “certainly impending injury.”90  Nonetheless, the 
case was remanded for lack of subject-matter jurisdiction, and the 
state court had to determine whether Louisiana law provided a 
remedy.91

�
 86.  Cat’s Meow, Inc., 720 So. 2d at 1193 (quoting Abbott v. Parker, 249 So. 2d 908 
(La. 1971)).
 87.  Bradix, 226 So. 3d at 528. 
 88.  Id. at 529.
 89.  Id. at 527. 
 90.  Id.
 91.  Id.
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In state court, the defendant attempted to have the case 
dismissed by filing the peremptory exceptions of no right of action 
and no cause of action.92  In response, the plaintiff cited federal 
case law arguing that an individual has a justiciable controversy 
ripe for decision “even though his identity has yet to be stolen.”93

However, the court noted that these cases, while “persuasive,” did 
not apply because “they [did] not interpret Louisiana laws 
regarding the exception of no right of action.”94  The opinion then 
emphasized that “[t]he focus in an exception of no right of action 
is on whether the particular plaintiff has a right to bring the 
suit,”95 and found that the lower court did not err in holding that 
the plaintiff had no such right.96

In response to the exception of no cause of action, the 
plaintiff argued that federal precedent, including Clapper and 
Spokeo, should persuade the state court to grant him a cause of 
action, given the unique damages that data breaches can inflict.97

However, the court upheld the exceptions because the alleged 
damages were deemed insufficient and too “speculative” to 
constitute a valid cause of action, noting that “[t]he limited 
function of an exception of no cause of action is to determine 
whether the law provides a remedy to anyone assuming that the 
facts plead in the petition will be proven at trial.”98  Rather than 
providing a comprehensive analysis of its conclusion, the court 
simply referenced the federal district court’s standing analysis.99

It appears that the state court found the Louisiana federal 
court’s reasoning sufficient to deny standing without conducting 
its own analysis.  Indeed, the court rejected the plaintiff’s federal 
support for his claim due to its perceived inapplicability to 
Louisiana law, while substituting a cause of action analysis for 
�
 92.  Id.
 93.  Id. at 528. 
 94.  Id.
 95.  Id. (quoting Hood, 5 So. 3d at 829).   
 96.  Id. at 529. 
 97.  Id.
 98.  Id.
 99.  Id. at 528; see also id. at 527 (“The EDLA . . . found that Mr. Bradix lacked 
standing pursuant to Article III of the United States Constitution in federal court 
because Mr. Bradix failed to allege a ‘certainly impending injury.’ The EDLA noted 
that Mr. Bradix did ‘not even [allege] that his credit score was adversely impacted by 
the two inquiries.’ The EDLA, finding no subject matter jurisdiction, remanded the 
matter to state court instead of dismissing the suit. The EDLA reasoned that the 
Louisiana state court must determine whether Louisiana law provided a remedy.”). 



432 Loyola Law Review [Vol. 68 

the “justiciable controversy” analysis analogous to federal Article 
III standing.100  The court even noted that “[a]n exception of no 
cause of action should be granted only when it appears beyond 
doubt that the plaintiff can prove no set of facts in support of any 
claim that would entitle him to relief,”101 while simultaneously 
declining to consider the federal opinions that explicitly 
supported the plaintiff’s cause of action.102

One can infer from the opinion that a party cannot have a 
real and actual interest in future harm, such as potential identity 
theft.  As the opinion emphasized, Louisiana courts do not decide 
“hypothetical[s],” and “must refuse to entertain an action for a 
declaration of rights if the issue presented is academic, 
theoretical, or based on a contingency which may or may not 
arise.”103  However, this limited analysis failed to consider the 
developing understanding of the distinct damages that 
cybersecurity breaches create for individuals. 

Through its “justiciable controversy” pseudo-standing 
analysis, the court found that, while the plaintiff’s personal 
information was compromised by the data breach, the plaintiff 
had not suffered actual damages because he had not alleged that 
someone successfully stole his identity.104  The potential for 
identity theft was not a sufficient damage to warrant standing.  
This inartful application of legal semantic distinctions 
unnecessarily prevents Louisiana courts from learning how to 
best approach this complex litigation more frequently seen on the 
federal level.  Furthermore, the fact that the federal district court 
that previously heard the case did not include a Louisiana 
standing analysis at any point in its reasoning105 further solidifies 
the relevance of Article III standing interpretations to Louisiana’s 
“justiciable controversy” requirement. 
�
 100.  Id. at 529. 
 101.  Id. (quoting New Jax Condos. Ass’n, Inc. v. Vanderbilt New Orleans, LLC, 16-
0643 (La. App. 4 Cir. 4/26/17), 219 So. 3d 471, 479). 
 102.  Id. at 528.  
 103.  Id. (quoting Louisiana Fed’n of Tchrs. v. State, 11-2226, p. 5 (La. 7/2/12); 94 
So. 3d 760, 763).  
 104.  See id. at 528-30.
 105.  Bradix v. Advance Stores Co., No. CV 16-4902, 2016 WL 3671122, at *3 (E.D. 
La. July 11, 2016) (“Without unambiguous state law authority, the Court would have 
to venture an Erie guess to conclude that Plaintiff’s lack of Article III standing in this 
case necessarily means he would not have standing in state court. District courts 
only make Erie guesses when properly exercising subject matter jurisdiction over 
substantive state law matters.”). 



2022] Cybersecurity Breach Cause of Action 433

1. FIRST PROPOSAL: ADOPT FEDERAL ANALYSES 

As Louisiana has yet to develop a consistent approach to 
cybersecurity litigation, it is imperative that the courts consider 
the reasoning found in federal cybersecurity opinions.  While the 
Fifth Circuit and Louisiana district courts have not yet made 
their position on the injury-in-fact debate explicit, the Eastern 
District of Louisiana opinion in Bradix appears to show the 
court’s reticence to consider the threat of harm when sensitive 
personal information is compromised as an injury in fact. 

Both federal and state courts in Louisiana should adopt a 
hybrid approach to the standing/justiciable controversy 
requirement that (1) acknowledges that personal information in 
the hands of a malicious third party is an injury in and of itself, 
(2) expands any “imminence” requirement to account for the 
uniquely long-term potential for damage that a third party in 
possession of personal information can cause, or, alternatively, (3) 
grants standing when there is evidence that a government entity 
has violated a statutory right.  These findings would be properly 
based on a sound application of the jurisprudence discussed in 
this Comment when confronting a relatively new area of law. 

First, courts should acknowledge that an unauthorized third 
party’s possession of private information is, in and of itself, an 
injury in fact.  As noted earlier, the nature of the compromised 
information has been central to several of the circuit opinions on 
data breaches, given that Social Security numbers and biometric 
data cannot be changed to prevent future instances of fraud.106

More importantly, government entities may possess more 
sensitive personal information (like sealed court records, 
expunged criminal records, etc.) than private companies possess.  
Therefore, the courts should acknowledge that an unauthorized 
third party’s possession of this private information is, in and of 
itself, an injury in fact. 

Second, courts should consider the unique harm that exposed 
sensitive information can cause in an imminence analysis.  It is 
not unusual for decades to pass before the exposed personal 
information is used to severely damage the known victims.107  The 
�
 106.  Lee J. Plave & John W. Edson, First Steps in Data Privacy Cases: Article III 
Standing, 37 FRAN. L.J., 485, 505 (2018).  
 107.  See Identity Theft: How it Happens, its Impact on Victims, and Legislative 
Solutions: Testimony for U.S. Senate Judiciary Subcommittee on Technology, 
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stolen information can be sold for explicitly criminal uses, copied 
and passed from hand to hand, used to open new financial 
accounts or apply for government benefits, and the list goes on.  
The Eastern District in Bradix noted that “Mr. Bradix did not 
allege that someone successfully stole his identity” to support its 
conclusion that he had an insufficient injury in fact.108  Yet, an 
imminent or substantial likelihood requirement in a standing 
analysis must recognize that hackers in possession of personal 
information can inflict severe harm on victims far into the future. 

Finally, while the United States Supreme Court appeared to 
decline to grant standing when there were “mere allegations” of a 
statutory violation in Spokeo, Louisiana should align itself with 
the circuits that have granted standing, under a presumption in 
favor of the plaintiff, when there is some evidence that a 
statutory right has been violated.109  This approach ensures that 
the legislature’s intention to provide redress for victims of data 
breaches is honored, while ensuring that the doctrines of 
standing and justiciability are maintained. 

B. LOUISIANA’S DATABASE SECURITY BREACH
NOTIFICATION LAW110

The Louisiana Database Security Breach Notification Law 
(“LDSBNL”) was enacted in 2005 to further the legislative 
interest in protecting “[t]he privacy and financial security of 
individuals . . . at risk due to widespread collection of personal 
information.”111  The LDSBNL defines the obligations of those 
who possess computerized personal information and outlines an 
individual’s cause of action should the statute be violated.112

The LDSBNL requires that any person or agency that owns 
or licenses computerized data that contains personal 
�
Terrorism, and Government Information, PRIVACY RIGHTS CLEARINGHOUSE (July 12, 
2000), https://privacyrights.org/resources/identity-theft-how-it-happens-its-impact-
victims-and-legislative-solutions-testimony-us.   
 108.  Bradix, 226 So. 3d at 528. 
 109.  Dowty, supra note 39, at 696. 
 110.  See generally Louisiana Amends Data Breach Notification Law, Eliminates 
Fees for Security Freezes, HUNTON PRIVACY BLOG (June 11, 2018), 
https://www.huntonprivacyblog.com/2018/06/11/louisiana-amends-data-breach-
notification-law-eliminates-fees-security-freezes/; Louisiana Privacy Laws, URISQ, 
https://csrcyberprivacy.com/privacy-regulations/louisiana/ (last visited Mar. 8, 2022).  
 111.  LA. STAT. ANN. § 51:3072. 
 112.  Id. § 51:3074. 
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information113 and is conducting business in the state “implement 
and maintain reasonable security procedures and practices 
appropriate to the nature of the information to protect the 
personal information from unauthorized access, destruction, use, 
modification, or disclosure.”114  In the instance of a data breach 
that includes personal information that the agency does not own, 
the agency is required to “notify the owner or licensee of the 
information if the personal information was, or is reasonably 
believed to have been, acquired by an unauthorized 
person . . . following discovery by the agency or person of a breach 
of security of the system” as quickly as possible, “but not later 
than sixty days from the date of discovery.”115  Of particular 
importance, the LDSBNL authorizes any person to institute a 
civil action in order “to recover actual damages resulting from a 
failure to disclose in a timely manner . . . that there has been a 
breach of the security system resulting in the disclosure 
of . . . personal information.”116

1. SECOND PROPOSAL: MODIFY THE LDSBNL TO MORE
PRECISELY ADDRESS DATA BREACH HARM 

The LDSBNL was enacted to protect the security of 
individuals when their information is collected and stored 
electronically because the legislature recognized the potential for 
abuse should this information be accessed by unauthorized, ill-

�
 113.  Id. § 51:3073(4)(a) provides: 

(4)(a) “Personal information” means the first name or first initial and last name 
of an individual resident of this state in combination with any one or more of the 
following data elements, when the name or the data element is not encrypted or 
redacted: 

(i) Social security number. 
(ii) Driver’s license number or state identification card number. 
(iii) Account number, credit or debit card number, in combination with any 
required security code, access code, or password that would permit access to 
an individual’s financial account. 
(iv) Passport number. 
(v) Biometric data. “Biometric data” means data generated by automatic 
measurements of an individual’s biological characteristics, such as 
fingerprints, voice print, eye retina or iris, or other unique biological 
characteristic that is used by the owner or licensee to uniquely authenticate 
an individual’s identity when the individual accesses a system or account. 

(b) “Personal information” shall not include publicly available information that is 
lawfully made available to the general public from federal, state, or local 
government records. 

 114.  Id. § 51:3074(A).
 115.  Id. § 51:3074(D), (E).  
 116.  Id. § 51:3075. 
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intentioned parties.117  The statute is constructed well and 
addresses many of the issues that may arise in cybersecurity 
litigation.  For example, it provides a thorough definition of 
“personal information” that considers the risk presented when an 
individual’s immutable personal information, such as their Social 
Security number and biometric data, is exposed.118

However, the legislature should amend the statute to further 
advance the underlying legislative purpose to protect the 
interests of victims of data breaches.119  First, Louisiana Revised 
Statute § 51:3075 defines the terms under which an individual 
can bring suit for a data breach.120  Unfortunately, the terms of 
this section limit the cause of action to instances where the 
defendant has failed to notify the victim of the breach in a “timely 
manner.”121  This “notification” limitation fails to actually provide 
redress for the breach itself and only allows a victim to bring suit 
if the defendant has failed twice: first, failing to adequately 
protect the personal information, and second, failing to notify the 
victim that his or her information has been compromised.  As 
discussed above, personal information often cannot be changed, 
and the threat of abuse persists over long periods of time.  A 
notification requirement may help address short-term damages, 
for instance by providing victims with the opportunity to cancel 
credit cards or freeze accounts, but a more reasonable approach 
would create a cause of action for the actual failure to protect the 
digital personal information. 

Secondly, just as the LDSBNL defines “personal 
information,” the legislature should either add a definition of the 
damages available to data breach victims or provide a 
comprehensive definition of the types of damages that are unique 
to exposed personal information.  By defining key terms, such as 
“injury,” “damages,” and “caused by,” and outlining the available 
recovery, the statute would clarify the standing issue on a 
statutory level, providing standards that courts could then 
consistently apply. 

Rather than pay lip service to the idea of protecting data 
breach victims, the objectives of the LDSBNL would be better 
�
 117.  Id. § 51:3072. 
 118.  Id. § 51:3073. 
 119.  See Louisiana Senate Journal, 2005 Reg. Sess. No. 1. 
 120.  LA. STAT. ANN. § 51:3075. 
 121.  Id.
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served by creating a cause of action similar to that created by the 
Privacy Act of 1975.  To bring suit against a government agency 
for violating the Privacy Act, a plaintiff must show that (1) the 
government agency intentionally or willfully violated the 
requirements for protecting the confidentiality of personal records 
and information, and that (2) they sustained actual damages (3) 
due to that violation.122  This approach would create a pleading 
barrier sufficient to prevent an avalanche of litigation while 
allowing legitimate plaintiffs to hold government entities liable 
for their failure to protect personal information. 

C. LDSBNL LOOPHOLES 

The LDSBNL, Louisiana’s only current statute authorizing 
liability related to cyberattacks, is certainly better than nothing.  
It is noteworthy that the statute explicitly authorizes claims 
against government agencies,123 implicitly waiving sovereign 
immunity where statutory violations have occurred.124  However, 
the statute unfortunately contains several loopholes that may 
nonetheless allow government agencies or other entities subject 
to the law to avoid providing adequate notice and still escape 
liability.  Specifically, the existing statute goes too far in allowing 
agencies to delay notice when law enforcement interests are 
involved, provide notice according to their own internal policies, 
and avoid the notice requirement entirely by conducting an 
internal investigation.125  Given that providing adequate notice is 
a prerequisite for allowing plaintiffs to recover for the harms 
caused by data breaches themselves, it is vital to close these 
loopholes. 

First, the “most expedient time possible” requirement for 
notification nonetheless permits delayed reporting for 
�
 122. In re OPM, 928 F.3d at 62 (citing 5 U.S.C. § 552a(g)(4)); Chichakli v. 
Tillerson, 882 F.3d 229, 233 (D.C. Cir. 2018) (“[A] plaintiff must allege that (i) the 
agency ‘intentional[ly] or willful[ly]’ violated the Act’s requirements for protecting 
the confidentiality of personal records and information; and (ii) she sustained ‘actual 
damages’ (iii) ‘as a result of’ that violation.”)).  
 123.  LA. STAT. ANN. § 51:3074 (specifying that the statute applies to agencies); Id. 
§ 51:3073(1) (defining “agency” as “the state, a political subdivision of the state, and 
any officer, agency, board, commission, department or similar body of the state or 
any political subdivision of the state.”). 
 124.  LA. CONST. art. XII, § 10(B) (“The legislature may authorize other suits 
against the state, a state agency, or a political subdivision.  A measure authorizing 
suit shall waive immunity from suit and liability.”). 
 125.  LA. STAT. ANN. § 51:3074(E), (H), (I). 
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“legitimate” law enforcement interests:126

If a law enforcement agency determines that the notification 
required under this Section would impede a criminal 
investigation, such notification may be delayed until such law 
enforcement agency determines that the notification will no 
longer compromise such investigation.127

This exception may render the expediency requirement irrelevant 
in some circumstances.  Furthermore, this exception particularly 
reduces the likelihood that a victim can prevail in a claim against 
the government because even a failure to notify the victim of the 
breach can be ignored when done for the “legitimate needs of law 
enforcement,”128 which are defined by law enforcement agencies—
themselves parts of the government. 

Additionally, after describing the notification methods 
sufficient to notify individuals of a breach, the LDSBNL 
effectively undercuts its own requires through the following 
subsection: 

H. Notwithstanding Subsection G of this Section, an agency 
or person that maintains a notification procedure as part of 
its information security policy for the treatment of personal 
information which is otherwise consistent with the timing 
requirements of this Section shall be considered to be in 
compliance with the notification requirements of this Section 
if the agency or person notifies subject persons in accordance 
with the policy and procedure in the event of a breach of 
security of the system.129

This subsection requires that an agency’s internal security policy 
comply with the timing requirements of the statute, but not with 
its requirements regarding the means of notification.130  A 
government agency may have a notification policy that is 
consistent with the sixty-day requirement but adopts methods for 
notification that fail to actually alert the victims of the data 
breach.  Such a policy could result in a lack of actual notice to the 
affected individuals. However, this lack of actual notice may not 
constitute a violation of the LDSBNL because the agency would 
�
 126.  Id. § 51:3074(E). 
 127.  Id. § 51:3074(F). 
 128.  Id. § 51:3074(C). 
 129.  Id. § 51:3074(H) (emphasis added). 
 130.  Id.
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have complied with its internal policy and procedure.  While the 
agency may have provided “notice” by its own definition within 
the required sixty-day period, the exception in Subsection H 
creates a gray area for compliance with notification procedures.  
This exception does not entirely foreclose the possibility that a 
plaintiff could prevail, but in practice, it creates great obstacles to 
adequate redress, undermining the intended goals of the LDSBN. 

Most troublingly, Subsection I allows an entity to avoid the 
notice requirement and all liability if it concludes, “after a 
reasonable investigation,” that there is “no reasonable likelihood 
of harm to the residents of this state.”131  In other words, this 
section gives the defendant the opportunity to entirely nullify any 
cause of action based on the agency’s own analysis of the harm 
they inflicted on the victim.  In effect, this subsection removes all 
objectivity and reasonability from the statutory standards by 
allowing the entity that exposed the victim to harm to determine 
whether the harm is likely to occur.  An agency that found “no 
reasonable likelihood of harm” and thus failed to notify the 
individual of the breach would not be in violation of the 
LDSBNL.132

To illustrate how this subsection can create a barrier for 
potential plaintiffs, imagine the following scenario: a 
governmental agency is responsible for a leak of an individual’s 
sensitive information, and the individual’s information is used to 
commit financial crimes.  The individual is never notified, but 
they independently trace the leaked information back to the 
breach.  However, the agency responsible conducts an 
investigation and unilaterally determines that no threat of harm 
exists for Louisiana residents.  The individual is now deprived of 
a cause of action under the LDSBNL because the agency followed 
the law as it is written.  Not discouraged, the individual files suit 
against the agency, alleging negligence.  However, because the 
agency acted in full compliance with the LDSBNL, the court 
dismisses the case. 
�

�
 131.  Id. § 51:3074(I).
 132.  Id.
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1. THIRD PROPOSAL: CLOSE THE LOOPHOLES IN THE
LDSBNL

As there is no case law addressing the aforementioned 
loopholes under the LDSBNL, future plaintiffs would benefit from 
comprehensively pleading their claims, with particular reference 
to Subsections H and I.  However, this Comment proposes to close 
the LDSBNL loopholes in order to provide an actual, workable 
cause of action for plaintiffs, particularly those who bring their 
cases against government agencies. 

First, the exception to the “most expedient time possible” 
requirement that allows delays for legitimate law enforcement 
interests should be eliminated.  There is simply too great a 
possibility that government agencies and law enforcement will 
exploit this provision to justify long delays, all while plaintiffs’ 
personal information is in the hands of malicious parties.  
Instead, the sixty-day notice requirement should be absolute. 

Second, the LDSBNL’s provision in Subsection H allowing 
notice consistent with an agency’s internal policy should be 
clarified or eliminated.  To the existing language providing 
compliance “if the agency or person notifies subject persons in 
accordance with the [internal] policy and procedure,”133 the 
legislature should add, “provided that this policy or procedure 
provides actual notice.”  This could avoid semantic game-playing 
by defendants seeking to use compliance with inadequate 
internal procedures to avoid liability.  Alternatively, an even 
easier solution would be to eliminate this Subsection entirely. 

Finally, Subsection I must either be altered or eliminated 
due to the clear conflict of interests that exists when a potential 
defendant is responsible for determining whether they have 
conducted a “reasonable investigation” that has found that there 
is no “reasonable likelihood of harm” to the potential plaintiff.  At 
a minimum, an agency should be required to hire an independent 
investigative agency to conduct its investigation.  However, 
ideally, this provision should be eliminated entirely.  It is simply 
impossible to predict in advance whether personal information 
will ever be used for nefarious purposes, and plaintiffs should not 
be deprived of the opportunity to recover based on dubious 
forecasts of the future. 

�
 133. Id. § 51:3074(H). 
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CONCLUSION

This Comment proposes judicial and legislative measures to 
give victims of cyberattacks the opportunity to seek justice when 
sensitive personal information has been exposed.  By adopting 
existing federal approaches to grant standing and addressing the 
deficiencies of the Louisiana Database Security Breach 
Notification Law, Louisiana could give potential plaintiffs the 
opportunity to make a case for damages based on the individual 
circumstances of the breach and the type of information 
compromised.  Cybersecurity litigation will continue to evolve as 
private and government entities alike collect and store 
increasingly detailed personal information and hackers develop 
new methods to invade networks.  The Louisiana cybersecurity 
landscape is still somewhat underdeveloped, despite the 
increasing frequency of government-targeted hacking.  
Nonetheless, there are many opportunities to synthesize novel 
legal arguments and advocate for legislative change that can 
hopefully ensure that a modicum of justice is achieved for all 
parties affected by cyberattacks. 
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